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THE CROWD

A Study of the
pcpn]dayr Mind | The Crowd

e Gustav Le Bon (1895), The Crowd: A Study of the Popular
Mind

* Expressed skepticism about the shift from an agrarian
society to city living. Le Bon wrote, the urban crowd is
marked by “impulsiveness, irritability, incapacity to reason”
and “the exaggeration of the sentiments.” A man on his
own “may be a cultivated individual,” but “in a crowd, he is
a barbarian.”

* Now, we have Virtual/online mobs
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Vicious “Online” Mobs

HOW WHATSAPP FUELS FARE |
PNE[‘»YE AND VIOLENCE IN

SHARE

BY THE TIME police arrived in the

: Where Countries Are ’Tmzier'boxes
n hamlet of Rainpada on July 1, 2018, and Facebook Is a Match

't Buddhi st Mu i Lanka, the

the village council office was the
scene of a massacre.
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Online Deviant Groups

Anti-NATO Propagandist
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Worst start to the year for measles in a quarter century S
Confirmed measles cases in January and February of each year

200

? 1993 2000 2015

Note: Monthly data for 2004 is not available,
Source: Centers for Disease Control THE WASHINGTON POST

he 206 cases in January and February alread !urass annual
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Measles is storming back in
Europe

2011 2012 2013 2014 2015 2016 2017 2018

It is shocking that people are still dying of measles
in Europe in 2019.

IFRQESEE e Regional Director; Simon-Miss

trend worldwide.”



Health & Wellness Misinformation

€he New AJork Times

Dr. Google [s a Liar

Fake news threatens our democracy. Fake medical news threatens
our lives.

By Haider Warraich

Dr. Warraich is a cardiologist.

Dec. 16, 2018 f v »

“Statins cause Cancer!”

©  Instagram

PINK SALT VS. TABLE SALT

£ HUMAN BOD
CE OFf p

‘ve been using pink salt
for nearly 3 years and it's been such an
upgrade. Fasting Tip: If you get hungry,
put a pinch of pink salt under your tongue
WDo You Get Himalayan Pink Salt?

| e
arth first,

ingi89

ocad A

2,741 likes

Pink salt will “regulate your blood sugar and sleep cycle.”
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Misinformation in Agriculture

= THE WALL STREET JOURNAL Q00

Russian Trolls Tweeted ... "=
DisinformationLong %~  ==f.

. "N Jll_ -

Before U.S. Election O EECTOT DT 1
f'f:.‘.'l...-. I L L1 R

Tweets about contaminated water, tainted turkey look —l T o

to security experts like practice for the political season S Sebe f:-:':"".'- r— | Dvens i
| R
By RobBarry (‘raphu's by ShaneStheM :;t:‘mf’_ - —
Put od Feb 20,2018 330 3

Numerous fake reports of contaminated turkey in Walmart
before Thanksgiving 2015. Within hours several hundred
claims were reported on Twitter. Walmart ignored it as a
hoax. Many of the claims came from accounts linked to a pro-
Kremlin propaganda agency charged by Special Counsel
Robert Mueller’s office.

Anti-GMO articles tied to Russian sites, ISU research
shows

Donnelle Eller, deller@dmreg.com

OBESITY " 7 -
TYPE 2 DIABETES /=
AUTISMy,

-
~ JINTESTINALDISEASES
AKIDKEV.PISEASES © ~—

> ) e 125 | 2:29 oJoom i 7

Genetically engineered crops are safe for humans and animals 1o eat and have not caused increases
in cancer, obesity, gastrointestinal illnesses, kidney disease, autism or allergies, a report finds. USA
TODAY
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Misinformation in Disasters

Believe it or not, this is a shark on the freeway
in Houston, Texas. #HurricaneHarvy

Andrew Kaczynski 1-

Wow, amazing photo of Sandy meeting the
Statue of Liberty via Jason Otts.
pic.twitter.com/0oskVKIUR

@ Regly T3 Retwest W Favcete &F Pockst

~ : SR8 OF

During Hurricane Sandy in 2012, the following rumors were floating on social media. During Hurricane Harvey in 2017, again the “shark on highway” hoax
o Sharks swimming through waterlogged suburban neighborhoods, went viral.

. Statue of Liberty engulfed in ominous clouds, and Source: https://www.washingtonpost.com/news/the-

. Floor of the New York Stock Exchange flooded. intersect/wp/2017/08/28/no-the-shark-picture-isnt-real-a-running-list-of-

harveys-viral-hoaxes/

Source: http://www.nytimes.com/2012/11/01/technology/on-twitter-sifting-through-
falsehoods-in-critical-times.html
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“Shark on Highway” Hoax during Disasters

During crises events, misinformation is rampant. One of the most commonly spread hoaxes is “shark on highways”.
Timeline below illustrates this hoax as it is propagated during various hurricanes in the U.S.

Image of Shark Published
by Africa Geographic
(09/01/2005)

Following Hurricane
Sandy in New Jersey
(10/29/2012)

Following Hurricane

Harvey In Houston
(08/27/2017)
Following Heavy

Flooding in Houston
(05/29/2015)

2008 2009 010 2011 2012 2013 2014

Following Hurricane
Irene in Puerto Rico

(08/11/2011)

+ +———
2015 2016 017 2018

Following Hurricane
Matthew in Daytona Beach
(10/07/2016)

Original image was published in Africa Geographic
magazine in September 2005.

Used as hoax during Hurricane Irene in 2011, Hurricane
Sandy in 2012, Houston Flood in 2015, Hurricane
Matthew in 2016, and finally in our collected datasets for
Hurricane Harvey, Hurricane Irma, and Hurricane Maria
in 2017.

A simple analysis about “shark on highways” using Google Trends shows the

following... (next slide)



Shark Hoax over Time

Interest in the hoax, “shark on highways” has grown significantly over time. Illlustrated
below is the interest volume in the shark hoax over 2004 - 2017 period. Interestingly,
spikes align with weather events, starting from Ernesto (2006) to Harvey (2017). Bigger
spikes in the trend are observed in the recent years.

Harvey,

2017 ;:::=N

Ana, 2015

Sandy,
Irene, Eik\ 2012
2011
Ernesto,




Computational (Al) Propaganda

New Al fake text generatormaybetoo | ThisPersonDoesNotExist.comuses "  Buzzfeed Created a‘Deepfake’ Obama

Al to generate endless fake faces oy W n At . 20801220

The Elon Musk-backed nonprofit company OpenAl declines to Hit refresh to lock eyes with another imaginary stranger f19)(0)(B) Y IF
release research publicly for fear of misuse ' o

dangerous to release, say creators

James Vincent | Feb 15, 2019, 7:38am ES

We've seen technology take off in recent years as companies like Google
and IBM create ever-smarter machines. Computers can beat humans at Go and spot
exoplanets now, but there’s a potentially darker side to this technology. Several months
290, a group of developers released a power face-swapping neural network, which was,
of course, used to make porn. Now, Buzzfeed has created a video that shows a more
troubling side of this technology. The video shows former President Barack Obama

. and it looks surprisingly believable.

The creators of a revolutionary Al system that can write news stories and
works of fiction - dubbed “deepfakes for text” - have taken the unusual step

of not releasing their research publicly, for fear of potential misuse.
8 P Y p The tool is known as FakeApp, but the videos are usually called “Deepfakes” because

that’s the handle used by the original developer on Reddit. You can download the code
freely all over the internet, bat it's not easy 1o set up — you need to configure Nvidia's
CUDA framework to run the FakeApp TensorFlow code, so the app requires a GeForce
GPU. The video you want to alter has to be split into individual frames, and you need a
large number of high-resolution photos of the face you want to insert. In the case of

OpenAl, an nonprofit research company backed by Elon Musk, Reid
Hoffman, Sam Altman, and others, says its new Al model, called GPT2 is so
good and the risk of malicious use so high that it is breaking from its normal
practice of releasing the full research to the public in order to allow more

time to discuss the ramifications of the technological breakthrough. A fow sample faces — all c(t-'np-‘ch:ly fake — created by ThisPersonDoesNotExist.com Obama, there are plenty of photos online that can be used to generate a model.
Fake text: Fake images: Fake videos:
https://www.youtube.com/watch?v=XMJ8VxgUzTc https://thispersondoesnotexist.com/ https://www.youtube.com/watch?v=cQ54GDm1lel0
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Manipulation & Monetization

* Many people trust news that
comes from their friend circle on
social media channels

Agarwal, Nitin

o 34% Americans trust the
information from social
media (Pew Research
Center, 2016).

o 14% Americans consider
social media as the most
important source of
information (the National
Bureau of Economic
Research (NBER), 2017).

Reputable Sources

Percentage of Americans who trust the information they get from,

LOCAL
NEWS

FRIENDS
AND FAMILY

NATIONAL
NEWS

sOciaL
MEDIA

82%
77%
76%
34%

MSBC 2019, Vilnius, Lithuania
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Manipulation & Monetization

* Running a fake-news campaign is cheap:

o For $55,000 you could discredit a journalist;

o For $200,000 you might instigate a street protest.

o For $30 an 800-word fake news article, written by
Chinese content marketer Xiezuobang

o For $621 a video appears in YouTube’s main page for
two minutes, created by Russian firm SMOService

o For S25 to have 2,500 Twitter followers all retweet a
link for you

News Facto

! Factory
to the World.

Source : Cyber security firm Trend Micro, 2017
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THE SHIFT

, , YouTube Unleashed a Conspiracy
H ySte ria Pro Pad gat |ION  Theory Boom. Can It Be Contained?

e Shawn Dawson, a prominent YouTuber released a
104-min documentary with bizarre hypotheses
* Popular children’s TV shows contain subliminal
messages urging children to commit suicide

* Recent string of deadly wildfires in California was
set on purpose —to collect insurance or to test
“directed energy weapon” by the military

* Chuck E. Cheese recycles customers’ uneaten pizza
slices into new pizzas

e Over 30 million views in just one month
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Radicalization and Recruitment

antonio

husrah

saar

jee
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Ongoing Efforts

* Actively tracking anti-West, anti-EU, anti-NATO propaganda

* Participated in various NATO exercises to assist public affairs and social media monitoring

forez=-=3)
ANAKONDA=10>
A

77,0510

Dragoon Ride Trident Juncture Brilliant Jump Anakonda Trident Juncture Baltic Operations
2015 2015 2016 2016 2018 2019

* Monitored groups like ISIS
* Monitoring disinformation campaigns in the Asia Pacific region

* Monitoring 2019 Canadian Elections

Agarwal, Nitin MSBC 2019, Vilnius, Lithuania
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Trends in Disinformation Campaigns

* Cross platform orchestration
* Growing use of niche platforms

* Communities and coordination
* Blogger communities
* Blog farms
* Flash mob style coordination

* Algorithmic manipulation



Cross-Platform Orchestration

NATO To Send Troops To Protect ISIS From Russia

Posted by EU Times on Oct 9, 2015 0 X3 Comments

LE22

Nato-Kriegspropaganda fliegt aufl Synsche

Flachtlinge packen aus!

JAN YAN MELSING

WHISTLE
A YouTube channel with several A blog using YouTube video to spread anti-NATO A blog using YouTube video to spread anti-
Anti-NATO propaganda videos. The propaganda suggesting NATO’s troops NATO propaganda by suggesting NATO is
channel is called, “ANTI NATO”. obstructing Russian operations in Syria thereby waging war against Syrian refugees.
helping ISIS.

ap You{[T)

'i y oK@MCW
83 =6 Ho® : B &5
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Why Blogs?

* Afford power and freedom to How do you use Twitter?
express opinion, frame
narratives more effectively
than any other social media
platform

* No character limit
* No censorship

* Provide digital town halls EEEEEEEE R

Sirtreprrres & Conpor e B vofescnal 1l Time & Pogdesvonl Pat Time ® Motbyar -
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Cyber Forensic Analysis

Cyber forensic analysis helps extracting

metadata, such as,

- Web traffic tracker codes (Google
Analytics IDs)

- Email addresses

- |IP address

- Contact details e.g., phone number

- Names under which the domain is
registered

- Other digital/social presence e.g., Twitter
handles, YouTube links, Facebook profile,
other blogs, etc.

Agarwal, Nitin
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Ken Agarwal

" Deviance in Socia
Media and Social
(yber Forensics

¥ Uncovering Hidden
Relations Using Opens
Source Information
(OSINF)
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Cross Media Campaign Network

Agarwal, Nitin

4 -
Maikel Nabil Sanad
Liberal and Athelst Blogger, Peace
Activist, Founder of GNoMIiService
¥ Washington, DC
maioainail com
D) Joined July 2008

FOL

18.9K

Tweets Tweets & replies

FEELPL

J

13 o

Photos & videos

Suppont Conscientious Objection Movements!... Ib.me/SQ13YRVEE

Maikel Nabil Sanad ot

) “Police and army

people were not put on trial. | was put on

@warresist

View sumeary

officers who abused

N==

ant

Founder of

£
OUngg, »

affiliated to
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[@ T

@AY sy

e aY oy

1,511 8 458 52

Tweets Tweets &reples  Photos & videos

AN et o

taking sides, refusing all violence. #COsymposius

71BN Germany executed mors than 10,000 deserters
ICOsymposium GVicdaniRetDER

No Military Service Facebook page
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Cross Media Dissemination of Content

© Public Posts See Al

Alex Jones @
June 22,2015 at 11:43am - @

US push to defeat separatists in #Ukraine =
http://www.infowars.com/us-will-provide-wea. .. See more el -
e
US Will Provide Weapons for NATO Commandos to 3
Attack Ukrainian Separatists » Alex Jones"... .
27 Comments 327 Shares

Blogs, Fake News, and Influence
Operations. Digital Hydra: False
Information Online as a

ISBN: 978-9934-564-19-2

o Wi NATO StratCom COE
eapon, ratCom ’
Global (Centre for on
June 23, 201 30pm - @ I~
B — November 2017. 5
The Pentagon has yet to reveal the number of troops A S0 Weapons for NA Tenand: 71
that will participate in the battle against...See more A =1
" o 154
US Will Provide Weapons For NATO Commandos to i P Comments 3% E’ 3 | §
} it
=ii3 S ~

DIGITAL HYDRA: SrRTAT TATVI

‘ RIGA T
SECURITY IMPLICATIONS OF S r i
@ FALSE INFORMATION ONLINE '.',"_l“:'? ‘_.:. uture

“US will provide weapons to
NATO Commandos to attack
Ukrainian separatists.” o

Examining Strategic
Integration of Social Media
Platforms in Disinformation

,  kilokeal @kilokeal - 22 Jun 2015 v Ca a COO d at o
a US Will Provide Weapons for NATO Commandos to Attack Ukrainian l I I p I n r I n I n .
Separatists: Effort to bol... bitly/1Lwoo2k #infowars #alexjones -
9} T Q1

NATO StratCom COE, July
DEFENCE 2018

STRATEGIC =N

New Right Media @NewRightMedia - 22 Jun 2015 v QTR‘A_IE%;'? V!

US Will Provide Weapons for NATO Commandos to Attack Ukrainian [ 0 M M U N | (AT I 0 NS - — RIGATw

Separatists dlvr.it/BHq049 Infowars #News Npaheges Jeved i
22 Jun 2015 v

]
=
-
. The Worl igest 4
i " rainian ::

Separatists G00.q/b/BEqAS3 |

Terrorism - 22 Jun 2015 v
apons for NATO Commandos to Attack Ukrainian

for NATO Commandos to Attack Uk
Q n v
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Communities & Coordination

Agarwal, Nitin

Pro-Duterte blogging community

b b e Sy -

Coordination among bloggers detected

Peguardan com
md. o9
Fana pun&:-oa-a l"fc" 0'.0'0
'm"'c dioas hectreesation.Com o on  SUAOOC-CRIe.0)
ecowatch.com 250 0IARSN Ch. LM
. W 2000 Lom Mx;u(' ] contepurchong
: . "

“ ‘.‘ 1wt 2 o vl peda oy _,.-'m
Y Ao tom A\ com w‘:_ " gobakesearch.ca
. * ndvar

e "03 ‘W‘ A . 2eschedgn.com Lo MWO
M. D Decphe Com | * duadert e o9

mfu- n.&hlfﬂao Ww hw. lﬂ m.vmmm

1/ Imazon com
KITp.Lom <'ur?nag therwa 2tat og . o Laceboot .com
opublca on = *
s com o | R v

VEONeS It TS £Om -
o mdcufm o9 ) - "

mgna: M-o'.gwn ’w‘ao nl(ul'mn com
M.Alo “.“: 4 com r W". "0\9 rb:_cm

m-av\.uwm.coh .I e Lom NM-:NA.-«CO. com

LR P R : . smh.comau SCONRONR.Com
) g bcom ’ Cornooaberoilncs com
iet.00 youtube com . i
N Twitter.Com

Pt el oM reutens Com
. -

Suspicious sources referenced
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Coordinated Clickbait (a.k.a. Blog Farms)

- Blog farms identified based on web traffic tracker codes

- Fabricate perception of a viral content
- Hypertargeting
- Search engine manipulation by traffic amplification

- Financing the operation

THE NEW NATIVISTS

The Global Machine Behind the
Rise of Far-Right Nationalism

Sweden was long seen as a progressive utopia. Then came waves of
immigrants — and the forces of populism at home and abroad.

zemanaga.ru

! y ' Company-Crysis.org.ua
Www, salkes-up.org m( 41

2
- Z ”W QAT rOups gL
Wi, sales-OC. Q.UM qut . e 4

“At least six Swedish sites have received financial backing
through advertising revenue from a Russian- and Ukrainian-
owned auto-parts business based in Berlin, whose online sales
network oddly contains buried digital links to a range of far-right
and other socially divisive content.”

NYTimes, August 10, 2019
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Coordinated YouTubers - APAC

Hot News

* These channels have similar/same ‘ \

video content
* Have similar/same robotic voice

narration

* Appear in each others subscribed Ultimate US

. Military
lists

* Suggested by YouTube as related

DOT COM US
channels
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Coordinated YouTubers - APAC

China vs US The War in the South China Sea already Start

341,218 views W 24k @1 319 4 SHARE 707 views ™ &1 4 SHARS

N HotN
w Eti SR, SUBSCRIBE 13K B inedion Ay .2019 SUBSCRIBE

https://www.youtube.com/watch?v=e5WvJHG6aB4

https://www.youtube.com/watch?v=0M5vaF2kzPA

- Different channels

- Similar/Same titles

- Same audio

- Same Robotic narration
- Different video playback

Agarwal, Nitin MSBC 2019, Vilnius, Lithuania
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YouTube ‘Commenter’ Flash Mobs

et s o
UCTHSGEIC CRNEGTEA
UCh et e AN elon

>

UCPSPRThGOVeOWCUnkas Ao

s Uy T Bt g

UCTHsiadns Dt et o
UCn2ipAT QO Cudia 4 M0 o

OIS e AT

VO TIMCAC S PO W UCALLG Ty MS Qe dgrebitg

T PR i RAGR AR

Comment mobs were
observed indicating signs of
algorithmic manipulation

T

by b

_— i
¢\ 1 2errgp
\.n." E’A‘Ef .1'\:\ y
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§ UDORALESPLR T S

SBP-BRiMS 2019

Exploiting biases of the
recommendation algorithms
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Youtubers Conducting Botnet Operated Twitter

Campaigns

4 »l o) 072/500

#CLUA_Poccun #fineproeMcnoitanne #MoconPOCeneran
CLUA NPAMO OBBUHWIU POCCUIO B MPOBEAEHUU ALEPHbBIX
UCNbITAHUW. fiunnomatuyeckuii mop. Mocon P® B Cenerane.

2,828 views iy 491§ # SHARE =; SAVE

‘ Golden TenguTV SUBSCRIBE 26K
Published on Jun 15, 2019

CLUA NPAMO OBBUHUNK POCCUIO B NPOBEAEHWUM AAEPHBIX UCNBITAHUA.
JAnnnomaruyeckunin mop. Mocon PO 8 Cenerane.

YouTube channel named “Golden Tengu TV”
also has a Twitter account.

Tweets from its Twitter account are merely links
to its YouTube videos, posted in a robotic style.

Agarwal, Nitin

Tweets Tweets & replies Media

Golden Tengu @GoldenTenguTV - Jun 15
"

) CUA NPAMO OGBMHWIK POCCUIO B NPOBEAE...

S CLUA NPAMO O6BUHWM POCCHIO B NPOBENEHAN
BN SNEPHLIX UCNBITAHWA. unnomarisecxuit Mop.
SRR Nocon PO 8 Cenerane. #CLUA_Poccun #flaeproeid...

o Mapasnscimi LLAXATT Hanic asuayaap no poCCHcomy
“Uestpy C*... Baopaarsl ewd nsa TaHxkepa... 12 moss 8
[fevs Poccwm. #UAXAJ #Baopaareimankepsl #ems..

= ey Crparersecxmit napmwep CLUA 1 6 wr xatepos Island
S nnn Yrpamet... KPX: Kasanckwit nopoxosoi 3asoa.
Taswep. #Yxpamia #CLUA #KPX

‘ Golden Tengu GGoldenTanguTV - Jun 12
Uena Ha wodTe yneTuT ssmna k $40-30 3a Gappens......
Uena wa wodmo ynetwt omma k $40-30 3a Gappens.
o Baltops-2019... KPX: Cy-30. #KP;
A\ S°% #Baltops2019 Screenshot

People who like these tweets (such as @Blackdo52395065,
@nLgLGPh8F7JiHGY) are also robots.

Golden Tengu
@GoldenTenguTV

Joined November 2017

It is a small botnet.

MSBC 2019, Vilnius, Lithuania 28



Algorithmic Manipulation

Agarwal, Nitin

“Hot News” a prominent channel disseminating videos related “South China Sea” conflict.

South China Sea

Sigg navy ships naglagyag sa South China Sea kasama ang US Navy
s 2 hours g8

J US AND PHILIPPINES DEPLOYING ROCKETS TO DETER BELING'S
MILITAR!SAYION’ N SOUTN CHINA SEA

South China Sea

south china sea : Duterte just threatened to go on a "suicide mission”
China

W / i N
h .

Proud. Philippine Navy ships sail alongside US warship in South China Sea
(photo)
Warkd Of Deferse « 254 views = 3

-

(SHTF) China Has Confirmed That it is Preparing For The War in The South
China Sea

-‘“I

B south china sea : Philippines’ President Duterte Tells China to “Lay Off*
o nd
N Vot ews T views - 4 hours agy

23 54 South China Sea kasama ang US Navy. Please leave your comments

Hot News

—a
V' - /
b
< @
oV end v Acrat carrr 989 Duserta Mul_-lv—- outh china wes U5 wil nt
Gves sty Chnase i Sout.  South China Sea for. e shipe 22 Chinas Partam e thppad . B Prapores et rany
Ta
e nRends e Mook Now rarpn e G 3ta St B E

Videos have robotic voice/narration

MSBC 2019, Vilnius, Lithuania
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Key Coordinating Groups - Collective Action Theory

Base

Agarwal, Nitin

d Mode|

P1.
Importance(lm) = Interest(l)
Interest(l) = Importance(lm)
~ Importance(Im) € Interest(l)

P2.

Utility(U) = Interest(l)
P3.

Utility(U) = Power(P)
P4.

Power(P) = Importance(Im)
Importance(lm) - Power(P)
-~ Power(P) <> Importance(lm)

P5.
Power(P) = Control(C)
Control(C) - Power(P)
=~ Power(P) €< Control(C)

*Published in SBP, SNAM
Jtility (U DCFM Success ’ ’
p]pz AAAI, CASON

Model showing all the factors that help in determining the
outcome of a collective action, i.e., Success or Failure.

 Power(P) = f(C,Im)
 Importance(Im) = f(Interest)

“* Interest(l) = | Uoutcome1 — UoutcomeO |
~.Power(P)=f(C, | Uoutcome1 —Uoutcome0|)
Or
=~ Power(P) =f(C,l)

MSBC 2019, Vilnius, Lithuania 30



Technologies Used

© YouTubeTracker

Track Blogs Track YouTube Data

Why YouTubeTracker?
Why Blogtrackers? sttt g s o s

B 9! Q E S

...... S — v brwmsy e S— [pmmpy—r— Bevowh Rt e Py Modie Cptoms red

> ~ =

What Can You Do With ? What Can You Do With It? MM/\[\/\A
. Detect Gain Insights on Pattern

Posting Keyword Influence e -7
* —_— - Influential Content Analysis
Frequency Trends Analysis ’</ Content Engagement
: . B
N AANA A 'vl\ A
N U“ NN\ I‘.' \/ |/ U’ \
[er— \/ 'J \

Blogtrackers © YouTubeTracker

Agarwal, Nitin MSBC 2019, Vilnius, Lithuania



Blogtrackers Plogtrackers

* Blogtrackers is designed to explore the blogosphere
and gain insights about events and how these
events are perceived in the blogging community.

* Provides analyst with means to develop situation
awareness.

* Extract insights like key influencers of the N
blogosphere. -

 Comprehend trends and understand leading
narratives

* Conduct sentiment analysis on a wide range of Soguackers
subjects. by COSMOS

instantly 308 websites to your

 |dentify any unusual patterns in blog postings.

blogtrackers.host.ualr.edu/
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YouTubeTracker © YouTubeTracker

* YouTube is the second most popular website in the
world with 5 billion videos watched every day. Yet
little to no analysis is done. YouTubeTracker
attempts to change that by providing the power of
analytics into the hands of the users.

* With YouTubeTracker, a user can: mm e
* Visualize channel activity
e Study networks of videos, channels, commenters, and

more youtubetracker.host.ualr.edu/

* Analyze content engagement trends
* |dentify influential actors/groups
* Track content of interest
* Detect inorganic behaviors (commenter mobs, etc.)
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Trident Juncture 2018 Data

Longitudinal Research over a 7 month period (MAY — NOV)

MAY/JUN2018

YouTube Data
e 169,296 videos
* 4,070,030 comments
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2 weeks each

®
| BEIE
‘ | Collection
| 3
® i

JUL/SEP 2018

————————————————————

. Re-Validate
. prior to LIVEX

Blog Data

* 419 blogs identified from various sources (SME,
keywords, geofence, Facebook, analysts)
* 46 blogs scraped consisting of 52,295 posts
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Blog Analysis — Posting Trend

- Ml M ”F
g L ...fomﬁ'

S el e e
Wwarr"“'ﬁowgrsn% mSSla'ﬂ F‘ - gHS mml Wor ﬁj'yg Heople Sslafm sElgt)mﬁ
. cJear 0 eapeas; t]'[]mp$ m‘, iy vemment uashl tm-sall‘
-rim mpmp_g_ﬁurstn;ig]sn G )’ﬂaﬂmt‘ S(g? u...a.n...., mpl‘ESldE‘m’;-polnxal"' vm h;
”Wﬂrld;'ﬂ?h—--,dle — == o gl()ba] mssmn“"“‘unltcd

f 1 1

Agarwal, Nitin MSBC 2019, Vilnius, Lithuania

35



Blog Analysis — Keyword Trend

Agarwal, Nitin

1600

1400

1200

1000

800

600

400

200

Jan

Feb

Mar

Apr

WAR

NATO

May Jun Jul

anllmm nato === \\yar

MSBC 2019, Vilnius, Lithuania

Aug

Sep

Oct

Nov

36



| N ﬂ ue ntl a | PO sts *pyblished in ASONAM, CASON, SNAM, AAAI

StopNA NATO Exercise Trident hancture and the Environment
Kot S G, TS ol Napen potsipuias v VAN rekdl v - 18 B he3s2 : s | Loave d
(]
N
inlinks outlinks
In these days, poitical parties, peace orgamizations and individuals are in full swing
o Mame orts  Mitaraat NaT to focus on the forthcoeming NATO Trident Juacture axercise (TRI18), 1t will find &
town In the period from 15 October to 7 November and will cover large parts of the
Resdstanoe 1o Trident inctiare on My I Noedic region with main weight in Norway. A total of 40000 soldiers from all NATO
ountries ¢ bose Allles will participate
Influence “coming in” Influence “going out” ™ ey 22018 g 3 o - PO ot Cvantries and ¢ nes will participats
through inlinks through outlinks

O Rate T

d.p) 2p)
m=l n=l

lel 0
InfluenceFlow(p)=w,, E I(p,)-w,, E I(p,)
m=1 n=l1

I(p)xw,,,y, + InfluenceFlow(p)
I(p)=w(A)x(w,, +InfluenceFlow(p))

ilndex(B) =max(I(p,))
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Leading Anti-NATO Narratives

Mi NAT
Environmental Impact Disturbs Local Economy Istreatment by 0
Troops
. e s NATO is a joke — Not a real ‘Stop NATO’
A gy e i [T threat Protests/Astroturfing
Threatening Stability NATO poking ‘Russian Bear’ NATO is aggressive
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Anti-NATO Imagery
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YouTube Content — Location Analysis

 Most of the
content was
published from
the United States

e Russian hosted
content was
mostly hostile.

Agarwal, Nitin

Location
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YouTube Content — Target Audience

Engagement broken down by Language of Videos

Target audience

* English

* Norwegian -
* Russian

* Spanish
* German

speaking populations

omments

m English German Greek mltalian Norwegian = Polish ®Russian = Spanish
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YouTube Content — Sentiment Analysis

* Exceptionally high negative sentiment reflected in the online commentary. Especially during the
exercise period
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TRJE 18 - Publications & Briefings

* NATO Joint Warfare Center, Stavanger, -
Norway

COVER STORY

e Cover Story for Three Swords . —
Magazine — publication in March 2019 T\ |

* Two pieces covering LOE 2.0 and TRJE
18

* Panel member for NATO Sr. Military &,
leaders private planning meeting at - <pe
CoE, March 25, 2019

s g o Ll st (O Wb ol e 10 1L
Urvevas 4 A esses | mings ot Lagum g bk bebrmerna Lo
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Social Media Training
Course

NATO Strategic Communications Center
of Excellence. 25-29 March 2019.

Marine Expeditionary Forces (2MEF). 28-
31 August 2018 in CMU, Pittsburgh.

NATO Strategic Communications Center
(L)f Excellence. 20-25 March 2017 in Riga,
atvia.

US CyberCommand’s CyberSchool, 3-6
August 2016.




Social Computing Conference,
Washington D.C.

e Social Computing, Behavioral-Cultural
Modeling and Prediction Conference,
Washington D.C.,, July 9-12, 2019.

* Supported by several other federal
agencies.

* http://sbp-brims.org/
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Thank You!

Nitin Agarwal
nxagarwal@ualr.edu
http://cosmos.ualr.edu

Follow @cosmographers on

L A {0
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